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As teachers and students are increasingly exposed to potential
online risks, such as data and privacy threats, they requires
digitally literate educators to guide students safely and ethically.
This study explores secondary school teachers' perceptions and
intentions to integrate digital ethics literacy, such as online
safety and data privacy, into their teaching. Using a mixed-
methods approach, we invited 30 Indonesian junior and senior
high school teachers to participate in a survey, and 17
participants returned data, of whom five were selected for semi-
structured interviews to capture a more comprehensive
understanding. The survey data were analyzed using descriptive
statistics, while thematic analysis was conducted to generate
codes and themes in the interview transcripts. Findings indicate
that: (1) teachers highlighted the importance of digital ethics
literacy and the need for ongoing professional development; (2)
teachers expressed interest in integrating digital ethics literacy
into their classrooms; (3) while the majority of teachers had
some knowledge of digital ethics literacy, many still lacked
confidence and consistency in applying key practices, due to the
curriculum gaps, varying digital literacy levels, and limited
institutional support. The findings of this study carry several
implications for teacher training, curriculum development, and
institutional policy.

INTRODUCTION

We now educate and learn in a highly automated and digitally driven environment. The
use of Information and Communication Technologies (ICT) in education has become an
inevitable necessity to support learning and teaching processes (Schulz, 2023; Gupta et al.,
2021; Llamas et al., 2025; Oumelaid et al., 2025) sustaining school practices during
unprecedented times (Thaheem et al., 2021), as well as fostering inclusive learning
environments (Mavrou & Loizou-Raouna, 2017). While we enjoy so many benefits from
integrating ICT in education, students are increasingly exposed to online risks related to
privacy, security, and digital footprints (Martin et al., 2020). Blackmon (2023) suggests that
in many cases, students’ interactions with technology are often not by their own choice, but
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rather due to their status as students and their relationship with the educational institution.
Livingstone & Helsper (2010) also point out that students’ growing digital engagement tends
to increase their vulnerability to various online threats. A joint study by the Indonesian
Ministry of Women Empowerment and Child Protection, UNICEF, and local organizations
found that approximately 30.8% of children interacted online with strangers (Muller et al.,
2023).

In a study of 400 Indonesian children and teens aged 10 to 19 across 12 provinces,
Gayatri et al. (2015) found that over half of the participants (50.6%) had shared details about
their school contacts, and nearly one in five (17.9%) had shared personal details about their
families. The prevalence of oversharing personal information online exposes Indonesians to
risks in the digital space, such as malware and cybercrime (Zahra, 2023). Therefore, building
safe, inclusive, and equitable learning environments requires more than simply providing
technological access, it requires digitally literate educators to guide students ethically. In
doing so, Kim et al. (2021) suggest that supporting digital inclusion in schools also involves
promoting digital literacy among teachers.

Digital ethics as a part of digital literacy education can be an approach to answer these
digital challenges. Digital literacy is not just about operating devices or applications, but also
about using them responsibly and ethically to ensure a positive engagement in online settings
(Falloon, 2020; Desniyanti, 2025). Teachers are expected to do more than incorporate digital
tools into learning, as they must also ensure that future generations develop competencies to
safely engage in the digital environment (Kaya & Kdoseoglu, 2024; Isdendi et al. 2023) argue
that educating people to perform responsible actions contributes to establishing a safe,
inclusive, and accountable online environment. Nottingham et al. (2022) point out that the
ability of teachers to manage and protect students’ personal data is very important as schools
often record students’ sensitive information, such as attendance records, health conditions,
notes on personal difficulties and family circumstances.

In this sense, teachers' understanding of digital ethics literacy is not only about
instructional content, but also directly relates to the protecting students' rights and safety.
Furthermore, there is a need to investigate the teacher's perspective, considering educators’
pivotal role in supporting a safe and ethical digital learning environment. Understanding how
teachers view technology use in education can shed light on practical challenges and how
these views shape their instructional choices (Ventouris et al., 2021; Akram et al., 2022). As
Ertmer et al. (2012) suggest that teachers' existing attitudes and beliefs toward technology
serve as the primary challenges to its adoption.

Studies on digital ethics literacy in the Indonesian context still focus on students'
perspectives (Pramanda et al., 2018; Terttiaavini & Saputra, 2022; Harmawati et al., 2023).
Thus, this study aims to explore Indonesian secondary school teachers’ perception and
intention to integrate digital ethics literacy into their teaching, while also identifying the
challenges involved. It addresses the following questions: How do teachers perceive the
importance of digital ethics literacy (e.g., online safety, data privacy) in education? What
factors limit their intention to integrate digital ethics literacy in their teaching?

This study was grounded in the Theory of Planned Behavior (Ajzen, 1991). The TPB
consists of three constructs (attitude toward the behavior, subjective norm, perceived
behavioral control) to predict intention. In this study, attitude toward the behavior refers to
the extent to which teachers have a positive or negative evaluation of digital ethics literacy
and its integration into teaching. Subjective norm refers to the perceived social pressure
experienced by teachers to integrate or not to integrate digital ethics literacy into teaching.
Perceived behavioral control refers to the extent to which teachers feel it is easy or difficult
to integrate digital ethics literacy into teaching. These TPB’ constructs were used to inform
the research instruments' design, the qualitative data coding, and the findings' interpretation.
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As this study draws on primary data from secondary school teachers, it offers practical
insights into real-world contexts. It also contributes to the broader discussion on digital ethics
literacy by providing a detailed understanding of secondary school teachers’ perceptions on
the importance of digital ethics literacy, their intentions to integrate it into their teaching, and
the challenges they encounter.

RESEARCH METHODS

This study employed a mixed-methods approach, combining both quantitative and
qualitative approaches. Creswell (1999) describes a mixed-method study as one that merges
qualitative and quantitative methodologies for collecting and analyzing data in a single study.
Clark et al. (2021) highlight that a mixed-method approach enriches the research process, as it
enables findings to validate one another to provide a more comprehensive answer to research
problems. Quantitative data were collected using a self-administered questionnaire based on
the TPB constructs, while qualitative data were obtained through semi-structured interviews
with open-ended questions aligned to the same framework.

Using a sequential explanatory design, this study consisted of two stages. First, we
invited 30 Indonesian junior and senior high school teachers who joined the Digital Literacy
Training by one of the Indonesian Online Learning Platforms last February 2025, to participate
in the study through a survey to identify participants’ general understanding and perception.
Then, 17 participants agreed to participate and returned complete responses Table 1. From
these, 5 teachers were selected for semi-structured interviews Table 2 using maximum
variation sampling to capture a broad range of experiences based on years of teaching, school
type, and level of digital exposure.

Table 1. Survey Participants

School Level Frequency Percentage
Junior High School Teachers 5 29,4%
Senior High School Teachers 2 11,8%
Vocational High School Teachers 7 41,1%
Other (equivalent to secondary school teachers) 3 17,7%
Total 17 100%

Table 2. Interview Participants

Participant Gender Teacher at
Teacher 1 (T1) Female Vocational High School
Teacher 2 (T2) Male Vocational High School
Teacher 3 (T3) Female Junior High School
Teacher 4 (T4) Male Junior High School
Teacher 5 (T5) Female Vocational High School
Total 5

This study adhered to the Swedish Research Council’s Good Research Practice
(Vetenskapsradets, 2017). Therefore, at each stage, all participants were provided with an
informed consent form explaining the study’s aims, their rights, confidentiality, and the
voluntary nature of participation. All information was confidential and proceeded
anonymously so that no individual (or associated organization) was identified in any
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publication of the results. All participants provided their consent and agreed to participate after
receiving full information about this study.

The quantitative data were entered into a spreadsheet and analyzed using descriptive
statistics, where frequency counts and percentages were used to summarize responses. The
interview transcripts were analyzed using thematic analysis, following Braun and Clarke’s
(2006) six-step method, which consisted of data familiarization, initial coding, generating
themes, reviewing themes, defining and naming themes, and producing the report.

RESULTS AND DISCUSSION

Teachers’ perceptions of the importance of digital ethics literacy in education
Recognition of Importance

The findings show that teachers strongly value digital ethics literacy, recognizing its
importance for both their professional integrity and students’ well-being Table 3.

Table 3. Teachers’ Perceptions of Digital Ethics Literacy

Strongly  Agree  Undecide Disagree Strongly
Statements Agree “) d ?2) Disagree

(6] (€)] (0]

I understand that careless

digital behavior can harm my

reputation as an educator and

harm my professional 9(53%) 7(41%) 1(6%) 0 0
relationships with students or

colleagues.

I realize that not educating

students about digital safety

and ethics can make them 7(41%) 9(53%) 1 (6%) 0 0
vulnerable to dangers such as

cyberbullying or online scams.

Many teachers recognized that careless digital behavior could damage their professional
reputation and relationships with students or colleagues. This result is consistent with prior
research, where Nursida et al. (2025) also reported that teachers demonstrated ethical
awareness by recognizing the importance of digital ethics, particularly concerning appropriate
communication and professional responsibility. Teachers also underscored the usefulness of
digital ethics literacy for students, stressing that students without digital ethics literacy are more
vulnerable to risks such as cyberbullying and online scams. Similarly, previous researchers
such as Martin et al. (2022) also suggest that teachers are concerned about their student’s digital
safety as they are aware that school children are spending more time using digital technologies.

This finding was further explored through the interviews, showing that teachers’
acknowledgments were rooted in everyday realities, ranging from personal concerns about
their digital footprint and safety to concerning issues affecting their families and students.
When asked, “How important is privacy and data protection to you, especially as an
educator?”, T1 answered:

“It is very important because any leaks could cause significant losses, both for us
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[teachers] and sometimes adversely affect the students.”

T4 stated,
“It is extremely important because our privacy can be misused by certain parties,
whether through phishing or misuse of our data. This does not just endanger ourselves
but also our loved ones, like family members.”

T5 shared a similar opinion based on personal experience:
“In my view, it is extremely important. | have personally experienced fraud where my
phone number was used, and I have received parcels I did not order...”

Positive Attitudes Toward Integration

The survey findings also reveal that teachers expressed positive perceptions regarding
the integration of digital ethics literacy in teaching-learning practices. 100% of respondents
(17 total responses) agreed or strongly agreed that students should receive education on digital
literacy at school, including digital ethics literacy, digital safety, and digital culture (see
Figure 1).

| believe that students should receive education on
digital literacy at school, including digital ethics, digital
safety, and digital culture.

-

O = NWhAUMONLWLO

0 0 0
Strongly disagree (1) Disagree (2) Neutral (3) Agree (4) Strongly agree (5)

M | believe that students should receive education on digital literacy at school, including digital
ethics, digital safety, and digital culture.

Figure 1. Teachers’ perceptions of integrating digital ethics literacy into teaching

In the interview, teachers also expressed a strong interest in integrating digital ethics literacy
into their classrooms. T1 stated:
“Yes, it [digital ethics literacy] is integrated into my teaching. For example, when using
WhatsApp, | inform them [students] that they should examine the message [they
receive], avoid clicking on any links immediately, and ensure they know who sent it.”
T4 adopted an approach based on the principle of leading by example:
“I set an example by filtering things [content] before uploading them on my social
media platforms, especially on Instagram, where more than half of my followers are
my students. I try to minimize sharing private information like daily activities or
[content about] vacations and instead focus on posting beneficial content, such as
educational materials or life lessons.”

This collective endorsement suggests that teachers not only perceive digital ethics
literacy as important but also experience positive emotions, such as motivation, toward
integrating it into their teaching. According to the TPB (Ajzen, 1991) favorable attitudes play
a significant role in shaping intentions. This is reflected in the teachers’ responses, indicating
that the more positive their attitudes, the stronger their intention to integrate digital ethics
literacy into their teaching. Therefore, if school leaders and policymakers seek to formulate
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policies in this area, their implementation is likely more effective, as it is supported by
teachers’ genuine awareness and intentions. Also, professional development programs can
build on this motivation by offering practical resources and strategies, ensuring that favorable
perceptions translate into sustained classroom practice.

Factors Inhibiting Teachers' Intention to Integrate Digital Ethics Literacy
Despite positive attitudes, teachers’ intention to integrate digital ethics literacy are constrained
by several factors below.

Curriculum Gaps
Teachers reported a lack of formal expectations from their institutions. All interview

participants acknowledged that this topic has not yet been integrated into the school
curriculum, and there are no school guidelines requiring them to teach it. TS highlighted:

“It is not included in the school's curriculum. Not that [ am aware of, though perhaps it

is covered in computer networking courses. In the subjects I teach, it is definitely not

included.”
T1 suggested: “I hope they embed it into the curriculum and provide specific training for
protecting our personal data, not just for teachers but for students too.”
The absence of curriculum integration and school guidelines means there is little pressure from
school leaders and policymakers. Similarly, teachers also indicated that peer expectations were
also low as the digital ethics literacy integration was uncommon and not many colleagues have
already done it, so the encouragement is weak.

In this sense, teachers did not experience social pressure from any party, including
colleagues or their institutions. Yet, previous studies have shown that institutional expectations
and peer practices play an important role in influencing teachers’ adoption of new innovations
(McCornell et al., 2020; Bakhadirov et al., 2024). Referring back to the TPB framework, this
finding indicates that subjective norm (institutional or colleagues’ pressures) is not a strong
determinant, as it seems to play a little role in shaping teachers’ intentions to integrate digital
ethics in their teaching practices.

Interestingly, despite weak social pressures, teachers described a strong internal sense of
accountability, as they expressed personal motivation and a clear sense of calling to teach
digital ethics literacy, despite the absence of formal requirements. For example, when asked,
"What motivates you to teach these topics to your students, even though the school does not
require it?" T1 responded,
"It is because of the current risks, especially with so many victims through apps. I teach
them [students] to prevent them from becoming victims. It is better to be safe than sorry,
considering the dangers of online transactions."

Therefore, if policymakers and school leaders intervene to strengthen the subjective norm
aspects by embedding the material into the curriculum and formalizing it within instructional
responsibilities, it is more likely to enhance the overall effectiveness of integrating this topic
in the classroom. Capulso (2023) suggests that teachers’ motivation and work ethics are critical
to effective and efficient teaching and learning processes.

Gaps in confidence, diverse levels of digital ethics literacy, and institutional support

While teachers acknowledge the importance of digital ethics literacy and express their
intentions to teach it, many still lack confidence and consistency in applying key practices.
McLeod & Carabott (2016) highlight that when educators are not confident in teaching digital
literacy, the next generation is less likely to become digitally competent. This means that if
teachers are not equipped, students may miss out on learning the digital skills and ethical
awareness they need.
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In the interview, T1 admitted:
“I would not say I am hundred percent confident because my knowledge is still limited,
especially regarding digital data protection.”

T3 expressed a similar sentiment:
“Honestly, I do not feel I have enough knowledge yet. I realize that I sometimes violate
privacy itself. For example, I have occasionally posted pictures of my students online
without getting permission from their parents. That shows me that I still have a lot to
learn about this topic.”

The interview also shows that teachers possess some knowledge of digital ethics literacy, but
at different levels. T4 noted:
“I think it varies. Some [teachers] may see sharing their full name as normal, while
others may consider using just their nickname is enough. There are also those who see
sharing their home address or phone number as normal, while others consider these too
private. Therefore, every teacher has a different standard regarding what information
should be shared.”

T2 argued:
“Not all teachers are equally aware, some may only be ten or twenty percent aware,
while others are much more conscious of it. To close that gap, those of us who
understand the importance of privacy must take the initiative to raise awareness among
our colleagues.”

Teachers demonstrated varying levels of digital ethics literacy, where teachers hold
different views, for example, about what counts as appropriate information to share online and
inconsistent practices of digital ethics. This disparity in knowledge and practice echoes findings
from earlier studies, which similarly found that teachers’ levels of digital ethics literacy are
uneven (Atmojo et al., 2021; Suzer & Koc, 2024).

Furthermore, all teachers in the interview reported that they had never received any training or
professional development programs related to digital ethics literacy from the schools where
they are employed, highlighting a significant institutional constraint. T2 noted:

“There has not been any specific training focused solely on privacy or digital safety.

That said, most of the initiatives around privacy have been self-directed. For instance,
[ once took part in a data security training organized by the Ministry of Communication
and Information. I joined it independently.”

T3 also highlighted:

“At the moment, no, we do not have anything [training] like that. We have regular
training, but the focus is more on technology itself, like how to create accounts or use
digital tools. It has not extended into privacy or data protection topics yet.”

Without institutional support such as structured training opportunities or accessible
resources, even motivated teachers may struggle to integrate these topics effectively and
consistently. These factors are linked to the TPB’s construct of perceived behavioral control,
as teachers perceived that such challenges affected their intention to incorporate digital ethics
into their teaching. Liu et al. (2017) suggest that teachers' perceptions of school support for
technology integration affect their confidence in using technology in the classroom.

Thus, in this case, institutional support is essential if school leaders or policymakers aim
to encourage teachers to integrate digital ethics literacy into their teaching, as it can strengthen
their motivation and reduce the barriers they face. Hikansson Lindqvist and Pettersson (2019)
stress that school leadership is key in driving digital initiatives through sustained support for
both students and teaching staff. Dexter (2008) emphasizes that when school leaders
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understand and support teachers’ digital skills, it creates a solid basis for enhancing student

outcomes. Ultimately, a school’s overall development is strongly affected by the leadership’s

commitment to and strategy for digital innovation.

Therefore, during the interviews, teachers emphasized the need to enhance their digital ethics

literacy through targeted professional development opportunities, such as focused training

sessions. TS5 suggested:
“I would like to propose to the school that we run training sessions on privacy and data
protection related to social media. Hopefully, they [school leaders] will listen, approve
the idea, and we can start putting it into practice.”

T4 proposed a more comprehensive approach to the teacher development program, stating that:
“As a teacher, I suggest schools or the relevant ministry facilitate us with webinars,
guidance sessions, or technical support on effective ways to advocate for this topic in
class. Scheduled sessions outside regular school hours or integrated into existing
subjects would be beneficial.”

Previous scholars have also highlighted the benefits of teacher development programs in
supporting teachers’ digital ethics literacy. Teachers can support the digital safety of their
students by developing their own professional knowledge of digital safety (Martin et al., 2022;
Oanh 2025) asserts that such in-depth training will enhance teachers' understanding of online
risks and equip them with effective methods to guide students in developing responsible online
behavior. Beyond targeted training, Paskevicius (2021) emphasizes that preparing future
teachers to use digital tools effectively requires continuous professional development,
especially in technical skills and pedagogical methods (Limbong & Wadham, 2024). In order
to strengthen teachers' competencies in digital ethics literacy, policymakers, educational
leaders, and private sector actors could consider these factors when planning, designing, and
executing professional development initiatives to ensure the training is relevant, well-targeted,
and responsive to teachers’ needs.

CONCLUSION

In summary, while teachers perceive digital ethics literacy as highly important for both
professional responsibility and student learning, demonstrating strong positive attitudes and
intentions to integrate it into their teaching, many lack the confidence to apply these concepts
effectively. This hesitation is largely attributed to insufficient knowledge and a lack of targeted
professional development opportunities. Furthermore, the study highlights systemic
challenges, such as limited institutional support and curriculum gaps, which further hinder
teachers' efforts to promote digital ethics literacy in the classroom. Framed through the TPB,
these findings underscore the need to align favorable attitudes with subjective norms and
enhanced behavioral control to ensure digital ethics literacy becomes an integral part of
secondary education. The study offers valuable real-world insights by directly drawing on
secondary educators' primary data. However, the relatively small sample size poses limitations
regarding the generalizability of the findings. Future research should consider expanding the
participant pool and exploring digital ethics literacy across different educational levels to better
understand and inform broader policy and training initiatives.

REFERENCE

Ajzen, 1. (1991). The theory of planned behavior. Organizational Behavior and Human
Decision Processes, 50(2), 179-211. https://doi.org/10.1016/0749-5978(91)90020-T

Jurnal Pendidikan (2025): 26 (2): 101-111 108


%20
https://doi.org/10.1016/0749-5978(91)90020-T

Akram, H., Abdelrady, A. H., Al-Adwan, A. S., & Ramzan, M. (2022). Teachers’ perceptions
of technology integration in teaching-learning practices: A systematic review. Frontiers
in Psychology, 13, Article 920317. https://doi.org/10.3389/fpsyg.2022.920317

Atmojo, I. R. W., Ardiansyah, R., & Wulandari, W. (2022). Classroom teacher’s digital literacy
level based on Instant Digital Competence Assessment (IDCA) perspective. Mimbar
Sekolah Dasar, 9(3), 431-445. https://doi.org/10.53400/mimbar-sd.v913.51957

Bakhadirov, M., Alasgarova, R., & Rzayev, J. (2024). Factors influencing teachers’ use of
artificial intelligence for instructional purposes. IAFOR Journal of Education, 12(2).
https://doi.org/10.22492/ije.12.2.01

Blackmon, S. J. (2023). Student Privacy and Data Literacy: An Educational
Opportunity. Change: The Magazine of Higher Learning, 55(6), 21-28.
https://doi.org/10.1080/00091383.2023.2263189

Braun, V., & Clarke, V. (2006). Using thematic analysis in psychology. Qualitative Research
in Psychology, 3(2), 77—-101. https://doi.org/10.1191/1478088706qp0630a

Capulso, R. B. (2023). Work ethics and motivation of public elementary school teachers in the
district of Pontevedra. IDEAS: Journal of Management and Technology, 3(1), 53—60.

Clark, T., Foster, L., Sloan, L., & Bryman, A. (2021). Bryman's social research methods (6th
ed.). Oxford University Press.

Creswell, J. W. (1999). Mixed-method research: Introduction and application. In G. J. Cizek
(Ed.), Handbook of educational policy (pp.455-472). Academic Press.
https://doi.org/10.1016/B978-012174698-8/50045-X

Desniyanti, D. (2025). The role of teachers in the development of digital literacy. PPSDP
International Journal of Education, 4(2), 538-552.
https://doi.org/10.59175/pijed.v4i2.535

Dexter, S. (2008). Leadership for IT in schools. In J. Voogt & G. Knezek (Eds.), International
handbook of information technology in primary and secondary education (pp. 543-554).
Springer.

Ertmer, P. A., Ottenbreit-Leftwich, A. T., Sadik, O., Sendurur, E., & Sendurur, P. (2012).
Teacher beliefs and technology integration practices: A critical relationship. Computers
& Education, 59(2), 423—435. https://doi.org/10.1016/j.compedu.2012.02.001

Falloon, G. (2020). From digital literacy to digital competence: The teacher digital competency
(TDC) framework. Educational Technology Research and Development, 68,2449-2472.
https://doi.org/10.1007/s11423-020-09767-4

Gayatri, G., Rusadi, U., Meiningsih, S., Mahmudah, D., Sari, D., Kautsarina, K., Karman, K.,
& Nugroho, A. C. (2015). Digital citizenship safety among children and adolescents in
Indonesia: Protection of digital media users among children and adolescents in Indonesia.
Jurnal Penelitian dan Pengembangan Komunikasi dan Informatika, 6(1), 1-16.

Gupta, R., Aggarwal, A., Sable, D., Chahar, P., Sharma, A., Kumari, A., & Maji, R. (2021).
COVID-19 pandemic and online education: Impact on students, parents and teachers.
Journal of Human Behavior in the Social Environment, 32(4), 426-449.
https://doi.org/10.1080/10911359.2021.1909518

Harmawati, Y., Sapriya, Abdulkarim, A., Bestari, P., & Sari, B. 1. (2024). Data of digital
literacy level measurement of Indonesian students: Based on the components of ability
to use media, advanced use of digital media, managing digital learning platforms, and
ethics and safety in the use of digital media. Data in Brief, 54, 110397.
https://doi.org/10.1016/j.dib.2024.110397

Hakansson Lindqvist, H. M., & Pettersson, F. (2019). Digitalization and school leadership: On
the complexity of leading for digitalization in school. The International Journal of
Information and Learning Technology, 36(3), 218-230. https://doi.org/10.1108/IJILT-
11-2018-0126

Jurnal Pendidikan (2025): 26 (2): 101-111 109


https://doi.org/10.3389/fpsyg.2022.920317
https://doi.org/10.3389/fpsyg.2022.920317
https://doi.org/10.53400/mimbar-sd.v9i3.51957
https://doi.org/10.53400/mimbar-sd.v9i3.51957
https://doi.org/10.22492/ije.12.2.01
https://doi.org/10.22492/ije.12.2.01
https://doi.org/10.22492/ije.12.2.01
https://doi.org/10.1080/00091383.2023.2263189
https://doi.org/10.1191/1478088706qp063oa
https://doi.org/10.59175/pijed.v4i2.535
https://doi.org/10.1016/j.compedu.2012.02.001
https://doi.org/10.1007/s11423-020-09767-4
https://doi.org/10.1080/10911359.2021.1909518
https://doi.org/10.1016/j.dib.2024.110397
.%20https:/doi.org/10.1108/IJILT-11-2018-0126
.%20https:/doi.org/10.1108/IJILT-11-2018-0126

Isdendi, R. R., Nanda, I., & Suganda, M. W. (2023). The role of Indonesia’s digital citizenship
generation in the realization of ethics in cyberspace. In Proceedings of the 4th Annual
Civic Education Conference (ACEC 2022) (pp.514-525). Atlantis Press.
https://doi.org/10.2991/978-2-38476-096-1 57

Kaya, M., & Koseoglu, Z. (2024). Digital ethics and moral education: A review on religious
culture and ethics curricula. ISPEC International Journal of Social Sciences &
Humanities, 8(3), 73-83. https://doi.org/10.5281/zenodo.13771458

Kim, H., Yi, P., & Hong, J. (2021). Are schools digitally inclusive for all? Profiles of school
digital inclusion using PISA 2018. Computers & Education, 170, Article 104226.
https://doi.org/10.1016/j.compedu.2021.104226

Limbong, E., & Wadham, B. (2024). Exploring pre-service English teachers’ digital
competence in creating interactive instructional materials. Studies in English Language
and Education, 11(2), 748-767. https://doi.org/10.24815/siele.v11i2.35103

Liu, F., Ritzhaupt, A. D., Dawson, K., & Barron, A. E. (2017). Explaining technology
integration in K-12 classrooms: A multilevel path analysis model. Educational
Technology Research and Development, 65, 795-813. https://doi.org/10.1007/s11423-
017-9548-1

Livingstone, S., & Helsper, E. J. (2010). Balancing opportunities and risks in teenagers’ use of
the internet: The role of online skills and internet self-efficacy. New Media & Society,
12(2), 309-329. https://doi.org/10.1177/1461444809342697

Llamas, M. C. A. R., Vilela-Malabanan, C. M., & Dinawanao, D. D. (2025). Needs and
challenges of academics and students in using a learning management system: A user
experience approach. Journal of Education and Learning (EduLearn), 19(3), 1662—1669.
https://doi.org/10.11591/edulearn.v19i3.22350

Martin, F., Hunt, B., Wang, C., & Brooks, E. (2020). Middle school student perception of
technology use and digital citizenship practices. Computers in the Schools, 37(3), 196—
215. https://doi.org/10.1080/07380569.2020.1795500

Martin, F., Bacak, J., Polly, D., Wang, W., & Ahlgrim-Delzell, L. (2023). Teacher and School
Concerns and Actions on Elementary School Children Digital Safety. TechTrends : for
leaders in education & training, 67(3), 561-571. https://doi.org/10.1007/s11528-022-
00803-z

Mavrou, K., & Loizou-Raouna, M. (2017). Digital skills development and ICT in inclusive
education: Experiences from Cyprus schools. In Harnessing the power of technology to
improve lives (pp. 828—835). IOS Press.

McConnell, M., Montplaisir, L., & Offerdahl, E. (2020). A model of peer effects on instructor
innovation adoption. [International Journal of STEM Education, 7(1), 53.
https://doi.org/10.1186/s40594-020-00255-y

McLeod, A., & Carabott, K. (2016, March 28). Students struggle with digital skills because
their teachers lack confidence. The Conversation.

Muller, K., Dionisio, A. G., & Park, S. (2023). Online knowledge and practice of parents and
children in Indonesia: Baseline study 2023. Ministry of Women Empowerment and Child
Protection, UNICEF Indonesia, & Local Implementing Organizations.

Nottingham, E., Stockman, C., & Burke, M. (2022). Education in a datafied world: Balancing
children's rights and school's responsibilities in the age of Covid-19. Computer Law &
Security Review, 45, 105664. https://doi.org/10.1016/j.clsr.2022.105664

Nursida, N., Ambo Dalle, Zulfah, Z., Magdahalena Tjalla, & Mujahidah, M. (2025).
Investigating Teachers’ Ethics in the Use of Social Media as a Teaching Media in EFL
Classrooms : A Case Study at MAN 1 Kolaka Utara. DEIKTIS: Jurnal Pendidikan
Bahasa Dan Sastra, 5(3), 1655-1661. https://doi.org/10.53769/deiktis.v5i3.1824

Jurnal Pendidikan (2025): 26 (2): 101-111 110


https://doi.org/10.2991/978-2-38476-096-1_57
https://doi.org/10.5281/zenodo.13771458
https://doi.org/10.1016/j.compedu.2021.104226
https://doi.org/10.24815/siele.v11i2.35103
https://doi.org/10.1007/s11423-017-9548-1
https://doi.org/10.1007/s11423-017-9548-1
https://doi.org/10.1177/1461444809342697
https://doi.org/10.11591/edulearn.v19i3.22350
https://doi.org/10.11591/edulearn.v19i3.22350
https://doi.org/10.1080/07380569.2020.1795500
https://doi.org/10.1080/07380569.2020.1795500
https://doi.org/10.1007/s11528-022-00803-z
https://doi.org/10.1007/s11528-022-00803-z
https://doi.org/10.1186/s40594-020-00255-y
https://doi.org/10.1186/s40594-020-00255-y
https://doi.org/10.1186/s40594-020-00255-y
https://doi.org/10.1016/j.clsr.2022.105664
.%20https:/doi.org/10.53769/deiktis.v5i3.1824

Oanh, T. T. K. (2025). Moral education for high school students in the context of the Fourth
Industrial Revolution — current situation and solutions. European Journal of Political
Science Studies, 8(1). https://doi.org/10.46827/ejpss.v8i1.1909

Oumelaid, N., El Boukari, B., & El Ghordaf, J. (2025). Analyzing the impact of digital
classrooms on mathematics calculation skills and learners’ motivation. Journal of
Education and Learning (EduLearn), 19(3), 1270-1278.
https://doi.org/10.11591/edulearn.v19i3.2256

Paskevicius, M. (2021). Educators as content creators in a diverse digital media landscape.
Journal of Interactive Media in Education, 18(1). https://doi.org/10.5334/jime.675

Pramanda, A. Y., Muchtarom, M., & Hartanto, R. V. P. (2018). Penguatan etika digital pada
siswa untuk menanggulangi penyebaran berita bohong (hoax) di media sosial melalui
pendidikan  kewarganegaraan. Jurnal Penelitian  Pendidikan, 21(2), 1-13.
https://doi.org/10.20961/paedagogia.v21i2.23922

Schulz, M. (2023). E-learning as a development tool. Sustainability, 15(20), 15012.
https://doi.org/10.3390/sul152015012

Suzer, E., & Koc, M. (2024). Teachers’ digital competency level according to various
variables: A study based on the European DigCompEdu framework in a large Turkish
city. Education and  Information Technologies, 29, 22057-22083.
https://doi.org/10.1007/s10639-024-12711-1

Thaheem, S. K., Zainol Abidin, M. J., Mirza, Q., & Pathan, H. U. (2022). Online teaching
benefits and challenges during pandemic COVID-19: A comparative study of Pakistan
and Indonesia. Asian Education and Development Studies, 11(2), 311-323.
https://doi.org/10.1108/AE&DS-11-2021-0052?

Terttiaavini, & Saputra, T. S. (2022). Literasi digital untuk meningkatkan etika berdigital bagi
pelajar di Kota Palembang. JMM (Jurnal Masyarakat Mandiri), 6(3), 2155-2165.
https://doi.org/10.31764/jmm.v613.8203

Ventouris, A., Panourgia, C., & Hodge, S. (2021). Teachers’ perceptions of the impact of
technology on children and young people’s emotions and behaviours. International
Journal of  Educational Research Open, 2, Article 100081.
https://doi.org/10.1016/j.1jedro.2021.10008 1

Vetenskapsradet. (2017). Good research practice. Swedish Research Council.

Zahra, N. (2023). Enhancing inclusion in the national digital literacy index: From measurement
to empowerment. Center for Indonesian Policy Studies.

Jurnal Pendidikan (2025): 26 (2): 101-111 111


https://doi.org/10.46827/ejpss.v8i1.1909
https://doi.org/10.11591/edulearn.v19i3.2256
https://doi.org/10.5334/jime.675
https://doi.org/10.20961/paedagogia.v21i2.23922
https://doi.org/10.3390/su152015012
https://doi.org/10.1007/s10639-024-12711-1
https://doi.org/10.1108/AE&DS-11-2021-0052?%20
https://doi.org/10.31764/jmm.v6i3.8203
https://doi.org/10.1016/j.ijedro.2021.100081

